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Agency Internal Control Best Practices

The agency should have written policies and procedures for the creation and retention
of records.

There should be an established, consistent process to create and maintain records
containing all essential information relating to the formulation and execution of
government policy.

Agency contract and procurement files should contain a complete, accurate history of
contract and procurement transactions.

Internal control and all transactions and other significant events should be clearly
documented and the documentation should be readily available for review.

Transactions should be promptly recorded to maintain their relevance and value to
management in controlling agency operations and making decisions.

Every transaction of public business of any District official or employee shall be
complete to the extent required to facilitate actions by incumbents and their successors
in office, to make possible proper oversight by the Council of the District of Columbia,
courts and other authorized agencies to protect the financial, legal and other rights of
the government and of persons affected by the government’s actions.

Agency policies and procedures should be formally documented. Documentation
should include workflow, responsibilities, and step-by-step procedures for recording key

events.

Written policies and procedures encourage consistent performance and employee
accountability.

Access to sensitive data must be limited to authorized users.
Levels of employee responsibility should be clearly defined.

Managers should consistently monitor and evaluate the effectiveness of programs and
verify compliance with rules and regulations.

Performance measures should be established for critical activities.

Employees should understand that compliance with rules and regulations is
mandatory.
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